Streaming Media with Digital Rights Management
For organizations seeking to leverage their streaming media assets over the Web, digital rights management  (DRM) technologies open up new opportunities that enable pay-per-view, pay-per-subscription and user authentication capabilities on streaming and permanent downloads that increase interactivity with end-users and provide for new sources of revenue.  For those unfamiliar with DRM, this technology refers to securely packaging and distributing content with controlled access (e.g. for sale) over the Internet.  
When securely packaging content, there are two parts to consider.  The first part involves creating a subscription that will contain the business rules by which playback of the media will be bound.   For example, let’s say a music label is currently streaming free sound clips over its Web site to entice its consumers to purchase a music CD online for $9.00 plus shipping and handling fee of $3.00.   With DRM, the music label can now offer the option to purchase a downloadable version of the music CD for $8.00, or for skittish consumers reluctant to buy, the music label creates another subscription to offer a 3 day license to playback the music for $3.00.  If the consumer decides they like the music and wishes to purchase the full rights, the music label might offer a $3.00 discount off the purchase price of the full music CD or digital download.   If not, the playback capability of the music will cease after three days.  The subscription could have been designed for three times instead of three days if the music label had so chosen. This example is just one of many possible business scenarios that can be designed into the subscription.
Once the music label completes the subscription process, then the next step is to encrypt the streaming media content using the subscription that was just created.  During this encryption process, the media content will be assigned a unique key/content ID for the purpose of data security.  The encrypted file is then associated with the subscription.  At that point, the encrypted file is ready for distribution, either as downloadable content or streaming content.  When a consumer attempts to access the encrypted media, the consumer’s media player will automatically request a license key from the licensing server  that allows for decryption and playback.  Without the license key, the media will not play.  

There are more sophisticated ways to utilize DRM.  For example, you can associate multiple key/content ID’s with a single subscription. You may also create a DRM encoder profile to encode multiple pieces of content with the same key/content ID. In that scenario, you could encode 100 files using the same key/content ID and only have to associate that key/content ID once with a subscription to generate a license that works for all 100 files. You can also use a DRM encoder profile to generate encrypted live streams.  While these topics are beyond the scope of this article, having awareness of the capabilities of DRM will help one develop an implementation plan.  
For organizations interested in utilizing DRM, there are two practical paths to consider.  One way is to license the technology directly from a company like Microsoft.  This involves programming, database management and website integration.  This may prove attractive for organizations that already are managing their Web hosting services in-house.  The other option is to outsource this to a DRM service provider that licenses these technologies and operates the datacenter environment.  For organizations that have outsourced their Web hosting services, this probably makes more economical sense.  With outsourcing, organizations can leverage the technical competency of a DRM service provider while eliminating the overhead costs associated with running a 24/7 datacenter.  As DRM services may be applied to downloadable content, as well as streaming media content, it may make sense to look for a DRM service provider that also specializes in streaming media services as the DRM may be offered as a free value-added feature to their streaming services.
